Claims 



1. A method for distributing multimedia content in an electronic 
media distribution system, the media distribution device having a content 
provider device and at least one playe/ device, comprising the steps of: 

providing active hiddelri data, where the active hidden data 
comprises a set of executable macmine instructions; 

embedding active h/dden data into a host data signal, thereby 
forming an embedded data signal; 

transferring the erpbedded data signal from the content provider 
device to the player device; 

extracting the a/tiv^^ddep^ata from the embedded data signal 
on the player device; and 




executing the/active hidden data on the player device. 



2. The method of Claim 1 further comprising the steps of: 

providing control data that governs the use of the active hidden 



data; 



embedding the control data into the embedded data signal prior 

• / 

to transmitting the embedded data signal; and 

/ 

using^the control data to ensure the errorless extractability of the 
active hidden data from the embedded data stream prior to executing the 

/ 

active hidden data on the player device. 
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3. The method of Claim 2 whj^rein the step of embedding the 
control data further comprises embedding the control data orthogonal to the 
active hidden data in the embedded data stream. 

4. The method of Claim k wherein the orthogonal aspect of the 
host data signal are orthogonal features in the same domain or features 
extracted from two or more orthogonal domains. 

5. The method of Claim 2 further comprises the steps of: 
defining at least/a portion of the control data as error correction 

data; 

extracting thq/ err^^^^^fp^ction data from the embedded data 
stream after extracting the^active hidden data; and 



modifying the active hidden data using the error correction data 
prior to executing the/ active hidden data, thereby providing the set of 
executable machine instructions. 



6. The method of Claim 2 further comprising the steps of defining 
at least a portion oy the control data as authentication data, and authenticating 
the embedded data stream using the authentication data prior to extracting 
the active hidden^data. 



7. The method of Claim 1 further comprises the step of encrypting 
the active hidgen data prior to embedding the active hidden data into the host 
data signal. 
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8^^^ A method for distributing actlN^ hidden data in an electronic 
rp^ma distribution system, the media distribution device having a content 
y< providing device and at least one player device, comprising the steps of: 

providing active hidden dafta and control data, wherein the active 
5 hidden data comprises a set of e/ecutable machine instructions and the 
control data governs the use of the/active hidden data; 

embedding the active hidden data and the control data into a 
host data stream, thereby forming an embedded data stream 

transferring me embedded data stream from the content 
1 0 providing device to the player device; 

extracting/the active hidden data from the embedded data 
stream on the player^evice; 

using /he control data to ensure the errorless extractability of the 
active hidden dat^from the embedded data stream; and 

e^cuting the active hidden data on the player device when the 
active hidden ioata is extracted without error from the embedded data stream. 
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9. The method of Claim 8 wherein the step ^t-^bedding the 
active hidden data and the conjfefol d^ta _£LH*f^r comprises embedding the 
active hidden data orthogpp^atnto Xb^ control data in the embedded data 
stream. 



^ /.O. The method of/ Claim 8 wherein the step of embedding the 
\ye hidden data and the control data further comprises using at least one of 





base domain embedding sqheme or spectrum domain embedding scheme. 
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11. The method of pjaim 9 wherein the orthogonal aspect of the 
host data signal are orthogojfial signal features in the same domain or signal 
features extracted from two pr more orthogonal domains. 



12. The method if Claim 8 further comprises the steps of: 

defining at least a portion of the control data as error correction 

data; 

extractind the error correction data from the embedded data 
stream after extracting the active hidden data; and 

modifyimg the active hidden data using the error correction data 
prior to executing jlhe active hidden data, thereby providing the set of 
executable machinef instructions. 



13. The method of Claim 8 further comprising the steps of defining 
at least a portion off the control data as authentication data, and authenticating 
the embedded data stream using the authentication data prior to extracting 
the active hidden/data. 

Y^'''^^^^ method of Claicfi 8 further comprising the steps of 

encF^ting the active hidden datayprior to embedding the active hidden data 
into the host data signal and^ decryting the active hidden data prior to 
executing the active hidden d/ta on the player device. 
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15. An electronic media disWibution system for distributing active 
Inidden data in a host data streamTthe media distribution device liaving a 
content providing device and at le/st one player device, the content provider 
device comprising: 

a bit stream generator receiving active hidden data and 
converting the active hidden/data into an active bit stream, wherein the active 
hidden data comprises a set of executable machine instructions; 

a first encdaer receiving the active bit stream and the host data 
stream and embeddip(g the active bit stream into the host data stream, 
0 thereby forming an embedded data stream; and 

a seaond encoder receiving control data and the embedded data 
stream and embedding the control data into the embedded data stream, 
wherein the co/trol data is used to govern the use of the active hidden data. 





16, The media distribution svslerfi of Claim 15 wherein the second 
encoder embeds the control daja^qflthoat^nal to the active bit stream in the 
embedded data stream. 



The media distribution system of Claim 15 wherein the 



gonal aspect of the host da 



the same domain or signal featt 
domains. 



[a stream are orthogonal signal features in 
res extracted from two or more orthogonal 
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18. The media distribdHon system of Claim 15 wherein the first 
encoder embeds the active bit stream and the second encoder embeds the 
control data in accordance witry either a base domain embedding scheme or 
spectrum domain embedding scheme. 



19. The media distripution system of Claim 15 wherein at least a 
portion of the control dpta/is defined as error correction data and the 
correction module modifie"^ /the active bit stream using the error correction 



data, thereby providing the, 
player device. 



set of executable machine instructions on the 
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20. The media distribution system oyc\a\vn 15 wherein the player 
device comprises: 

a first decoder receiving the ^bedded data stream and extracting the 
control data from the emb^dtl^^^^ta stream; 

a second decoder i%!fefeivtf^g the embedded data stream from the first 
decoder and extracting a^ve bit stream; 

a correction module receiving the active bit stream and the control 
data, and using th^control data to ensure errorless extractability of the active 
bit stream fromine embedded data stream; and 

an ini^tor for executing the active bit stream on the player device. 
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